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About This Guide 

This guide describes the eduroam AU institutional administrator’s required usage of the eduroam AU 
AdminTool. 

Following administrator registration for an eduroam participating institution, and activation of that 
administrator account by the national roaming operator (NRO i.e. AARNet), the institutional administrator is 
required to keep the institution’s eduroam deployment data up to date. 

This data is used to create an XML file which is consumed (on a daily basis) by the eduroam Global 
Database. This in turn provides global eduroam participation information to all national roaming operators. 

A public interface is also provided by the eduroam AdminTool which provides information to end-users. In 
particular, the institution’s network Acceptable Use Policy is important to make readily available to end-users. 
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Overview 

The purpose of the eduroam AU AdminTool is to enable up-to-date information about eduroam AU 
deployment to be made available to the national roaming operator (AARNet), to end-users, and to the 
eduroam global database. 

It is the responsibility of eduroam AU participant institutions to maintain the accuracy of their data. 
Nominated institutional administrators are granted access to enter their institutional eduroam deployment 
data. 

Institutions are advised that a subset of data entered into the AdminTool is shared globally (refer to the XML 
file section of this document). 

Note that no security sensitive information is stored in the AdminTool. The fields for RADIUS server secrets 
and institutional test account passwords are locked and only a default value is stored in the AdminTool 
database. 

 

Access via SAML Authentication 

The “Manage” menu item of the AdminTool provides access to the institutional administrator pages. 

Institutional Administrators access the AdminTool via their SAML IdP or via the AAF Virtual Home 
Organisation. 

SAML Access is provided via the AARNet OpenConext instance, a SAML IdP-SP proxy. 

 

 

Refer to the eduroam website page describing the AARNet conext authentication service. 
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Administrator Registration and Activation 

The first time an institutional administrator accesses the service via SAML, a prompt appears allowing 
nomination of the institution they wish to administer. 

 

An email is sent to the NRO administrator who is responsible for activating the institutional administrator for 
the nominated institution. 

One activated, a confirmation email is sent to the administrator. 

The administrator can they access the AdminTool via the Manage menu item and will either see a page 
indicating this institution has no data and needs to be populated from scratch, or displays existing details for 
the institution. 

For example, when the AARNet institutional administrator logs into the AdminTool, a map will be displayed 
showing already configured locations. 

 

Information already entered for each location can be displayed by pressing on the eduroam location icons 
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Populating eduroam Deployment Data 

The primary role of the eduroam AU is to maintain up-to-date institutional eduroam deployment data. The 
following categories of data are required to be entered. 

Institution Data 

Basic information about the institution. 

 

The “Number User” and “Number of IDs” are rough estimates only. 
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Editing Insitution Data 
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Location Data 

It is important that globally eduroam users know where eduroam access is available, i.e. where the 
“eduroam” SSID is broadcast. 

Location information is intended to provide information on locations and also any differences to the wireless 
service at these sites. 

 



   eduroam AU AdminTool Institutional Administrator Guide 

Ver 1.0  5th June 2020    7 of 13 Neil Witheridge 

Adding a new location 
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Server Data 

RADIUS servers can be configured to operate as “Service Providers”, proxying all requests to the National 
RADIUS Servers, or as Identity Providers, authenticating local realms. 

 

Adding a New Server 
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Realm Data 

For Identity Provider participants, the institutional realms supported will include at least the primary domain 
(with an appended “.au” country code DN component if the primary domain doesn’t include it). 

Note that only under rare exceptional circumstances will AARNet allow an Identity Provider institution to use 
a realm which doesn’t include “.au”. 

The RADIUS servers that are configured to handle an institutional realm may be a subset of all RADIUS 
server specified under the “Servers” section. 

 

Edit Action 

 

Add new realm 
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Monitoring Data 

Eduroam infrastructure monitoring is a goal of AARNet as NRO. In order to perform monitoring, an 
institutional test account is required to be provided by institutions. 

A test account for specific realms (or a single test account that will work with multiple realms) should take the 
name “eduroam-test@realm”. 

The authentication protocols supported should also be specified. It is recommended that PEAP/MSCHAPV2 
be the protocols supported & recommended for use by users, as a challenge-response protocol provides an 
additional layer of security in case of rogue APs/RADIUS servers. 

 

 

 

Edit Monitoring Action 
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Edit Monitoring Account Parameters 

 

 

Add Monitored Realm 
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Contacts Data 

Eduroam AU policy requires that a technical contact which is a personal contact is provided. A group account 
(e.g. an IT service desk address) may also be provided. 

Ideally there are two administrator contacts provided. 

 

 

 

Edit Contact Account Action 

 

Add New Contact 
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XML File Provided to Global Database 

XML data provided to the global database is a subset of data entered via the AdminTool. 

As this data provides contact information, access to the institutional data file is restricted to the global 
eduroam database ingest service and AARNet internal servers. 

If you wish to have a copy of the XML data for your institution, please submit a request via 
support@eduroam.edu.au. 

Example XML data for AARNet (with contact info removed): 

<institutions xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

xsi:noNamespaceSchemaLocation="institution.xsd"> 

  <institution> 

    <instid>2b023ffb5a9b4e699352cc76a79df02a</instid> 

    <ROid>AU01</ROid> 

    <type>IdP+SP</type> 

    <stage>1</stage> 

    <inst_realm>aarnet.edu.au</inst_realm> 

    <inst_name lang="en">AARNet</inst_name> 

    <address> 

      <street lang="en">Level 7, Tower A, 799 Pacific Highway</street> 

      <city lang="en">Chatswood NSW 2067</city> 

    </address> 

    <inst_type/> 

    <contact> 

      <name>…</name> 

      <email>…</email> 

      <phone>…</phone> 

      <type>0</type> 

      <privacy>0</privacy> 

    </contact> 

    <contact> 

      <name>…</name> 

      <email>…</email> 

      <phone>…</phone> 

      <type>0</type> 

      <privacy>0</privacy> 

    </contact> 

    <info_URL lang="en">http://www.eduroam.edu.au/</info_URL> 

    <policy_URL 

lang="en">http://www.eduroam.edu.au/eduroam_AU_policy_v4.1.pdf</policy_URL> 

    <ts>2020-06-05T01:46:52.597085+00:00</ts> 

    <location> 

      <locationid>bd82583ba0f64863ba0794aedd90cd5a</locationid> 

      <coordinates>151.20172262,-33.88380346</coordinates> 

      <stage>1</stage> 

      <type>0</type> 

      <loc_name lang="en">AARNet Sydney - UTS</loc_name> 

      <address> 

        <street lang="en">15 Broadway, Ultimo (Level 10, Building 1 UTS)</street> 

        <city lang="en">Ultimo NSW 2007</city> 

      </address> 

      <SSID>eduroam</SSID> 

      <enc_level>WPA2/AES</enc_level> 

      <AP_no>2</AP_no> 

      <tag>IPv6,NAT</tag> 

      <availability>0</availability> 

    </location>: 

    <location> 

: 

    </location> 

  </institution> 

 

Feedback on this document should be emailed to support@eduroam.edu.au. 
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